Authentication Failure

Currently, the authentication settings using allowguest=osp and ospauth cannot cover all OSP configuration scenarios. To address this deficiency, this patch proposes changes that will enable all practical call scenarios when Asterisk supports OSP.
There are four configuration scenarios that Asterisk should support for OSP:

1. Asterisk supports OSP, but OSP authentication is not used.

allowguest=osp

ospauth=no
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2. Asterisk requires either OSP authentication or other, non-OSP, authentication. This configuration would be typical when Asterisk is being deployed as a gateway to the PSTN or as a PBX terminating calls from external VoIP networks.
allowguest=osp

ospauth=gateway
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3.  This configuration is a typical use case when Asterisk is being used to proxy calls between two VoIP networks.  In this case, all calls are allowed except calls that include an invalid OSP token in the SIP INVITE message.

allowguest=osp

ospauth=proxy
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4. In this configuration, only calls with a valid OSP token are accepted by Asterisk.
allowguest=osp

ospauth=exclusive
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We can use four values (no, gateway, proxy, and exclusive) of ospauth to control the authentication logic when allowguest=osp. (When allowguest=yes or no, the ospauth parameter is not used by Asterisk.)  The proposed authentication logic to support these new requirements is shown below:
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#ifdef OSP_SUPPORT

switch (ospauth) {
case No:

  break;

case Gateway:

  if INVITE incldes a token then {

    if token is valid then accept the call and return;

    else reject the call and return;

  }

  break;

case Proxy:

  if INVITE incldes a token then {

    if token is valid then accept the call and return;

    else reject the call and return;

  }

  else accept the call and return;

case Exclusive:

  if INVITE incldes a token then {

    if token is valid then accept the call and return;

    else reject the call and return;

  }

  else reject the call and return;

default:

  reject the call and return;

}

#endif

if non-OSP authentication is valid then accept the call;

else reject the call;

If OSP_SUPPORT is not defined (Asterisk does not support OSP), other (non-OSP) authentication is always validated. If OSP_SUPPORT is defined, other (non-OSP) authentication is only validated when there is no token in the SIP INVITE and ospauth=gateway.
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